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| ABSTRACT

The exponential growth of network traffic and the increasing sophistication of cyber threats necessitate advanced techniques
for data analysis. This article explores how a combination of statistical methods and Atrtificial Intelligence can be effectively
employed to derive critical insights from large-scale network data, such as DNS and HTTP requests. The data processing pipeline
is examined from collection and storage in distributed architectures to the application of statistical rules for anomaly detection,
the utilization of cloud monitoring services, and the power of Al in uncovering complex anomalies and evolving trends in
network behavior. Real-world use cases, including DDoS detection and the identification of significant traffic spikes, illustrate
the practical value of this integrated approach in enhancing network security and performance monitoring capabilities.
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1. Introduction

In today's interconnected world, network data serves as a rich source of information about system health, user behavior, and
potential security threats. The sheer volume and velocity of this data, often categorized as "Big Data," present significant challenges
for traditional analysis methods. Recent research indicates that the global data generation is anticipated to reach 180 zettabytes
by 2025, with network traffic comprising a substantial portion of this data [1]. The exponential growth in data production has been
further accelerated by the widespread adoption of loT devices, which are expected to number approximately 27 billion connected
devices by 2025, each generating continuous streams of network traffic.

By strategically applying statistical techniques and leveraging the capabilities of Artificial Intelligence, organizations can unlock
valuable insights that would otherwise remain hidden in the vast sea of network data. These insights enable security teams to
proactively identify anomalies, detect emerging trends, and ultimately enhance network performance and security posture. Modern
anomaly detection systems utilizing machine learning have demonstrated the capability to process millions of network packets
per second with detection accuracy rates exceeding 97% for certain types of network attacks [2]. This represents a significant
improvement over traditional signature-based systems, which struggle to identify novel or evolving threat patterns.

This article will guide you through a comprehensive methodology for extracting these insights from network data, using DNS and
HTTP requests as illustrative examples. These protocols are particularly valuable sources of information, as they represent two of
the most common types of network traffic in modern enterprise environments. Studies have shown that HTTP/HTTPS traffic
accounts for approximately 60-75% of all enterprise network traffic, making it an ideal candidate for anomaly detection and trend
analysis [1].

Copyright: © 2025 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
London, United Kingdom.
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2. Big Data Processing and Storage for Network Data

The foundation of any robust network data analysis pipeline lies in its ability to efficiently collect, process, and store vast amounts
of data. Distributed architectures, often leveraging cloud-based object storage solutions, provide a scalable and cost-effective
approach for this purpose. According to recent research, organizations implementing distributed storage architectures have
reported the ability to handle data ingestion rates of up to 400,000 events per second, representing a 5-10x improvement over
traditional centralized storage approaches [2].

Network devices, load balancers, and web servers continuously generate logs containing detailed information about DNS and
HTTP requests. Modern network environments can produce between 10-15 GB of log data per 100 active users daily, necessitating
robust storage and processing capabilities [1]. These logs can be ingested into a big data processing framework for initial
processing, filtering, and transformation. The processed data can then be persistently stored in cloud object storage, forming a
central repository for subsequent analytical tasks.

Distributed processing frameworks have demonstrated the ability to reduce data preparation time by up to 73% compared to
traditional batch processing methods, while simultaneously improving the quality of data through automated cleansing and
normalization processes [2]. This is particularly important for network security applications, where timely analysis is critical for
effective threat detection and response. Research has shown that reducing the time between data generation and analysis from
hours to minutes can improve threat detection rates by as much as 85%, particularly for sophisticated attack vectors like advanced
persistent threats.

This distributed approach ensures that the system can handle the high throughput and massive scale characteristic of network
traffic data. Cloud-based data lakes have been shown to scale effectively to handle petabytes of network data while maintaining
query response times under 5 seconds for complex analytical workloads [1]. This performance characteristic is essential for enabling
near real-time anomaly detection and trend analysis on large-scale network data.

3. Analytics on Stored Network Data for Anomaly and Trend Detection

Once network data is securely stored, a multitude of analytical techniques can be applied to uncover hidden patterns, identify
unusual activities (anomalies), and detect evolving trends. Both statistical methods and Al algorithms play crucial roles in this
process, offering complementary strengths in identifying different types of insights. Research indicates that anomaly detection
systems leveraging both statistical and machine learning approaches can achieve detection rates of over 95% for network
intrusions while maintaining false positive rates below 2%, a significant improvement over single-methodology approaches [3].
These detection capabilities are particularly important in modern network environments where traditional perimeter defenses are
increasingly bypassed by sophisticated attack techniques. A comprehensive survey of network anomaly detection techniques has
categorized approaches into statistical-based, knowledge-based, and machine learning-based methods, with hybrid approaches
demonstrating superior performance by leveraging the complementary strengths of multiple detection paradigms [11].

The field of network analytics has undergone substantial evolution in recent years, driven by both the increasing sophistication of
cyber threats and the exponential growth in network traffic volumes. Studies show that network traffic in typical enterprise
environments has been growing at a rate of approximately 25-30% annually, with the average organization now processing
between 10-50 TB of network data daily for security and performance monitoring purposes [4]. This dramatic increase in data
volume necessitates more efficient analytical approaches that can scale with growing networks while maintaining detection
accuracy.

Performance benchmarks of contemporary network analytics platforms demonstrate that optimal configurations can achieve
processing rates of up to 3 million packets per second on commodity hardware, enabling real-time analysis of network traffic even
in large-scale enterprise environments [3]. This processing capacity is essential for maintaining visibility into network behavior as
traffic volumes continue to increase. Research indicates that approximately 83% of network security incidents demonstrate
observable anomalies in network traffic patterns between 4 and 72 hours before the actual breach is discovered through traditional
means, highlighting the value of proactive anomaly detection [4].

4. Statistical Anomaly Detection: The Power of Standard Deviation

Statistical methods provide a straightforward and often effective initial layer of anomaly detection. One common technique
involves using the concept of standard deviation. For a given metric (e.g., the number of HTTP requests per second to a specific
server), we can calculate the mean and standard deviation over a historical period. Any data point that falls significantly outside
the typical range, often defined as a certain number of standard deviations away from the mean (e.g., two or three), can be flagged
as a potential anomaly. Empirical research across multiple production environments has shown that Z-scores between 2.0 and 3.0
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provide optimal detection sensitivity for most network traffic metrics, with 2.5 being a commonly used threshold that balances
false positives and detection rates [3].

Statistical anomaly detection approaches are particularly valuable because they can be applied to virtually any measurable network
parameter without requiring prior knowledge of specific attack patterns. Experimental implementations monitoring 50 distinct
network metrics simultaneously have demonstrated the ability to detect 87.3% of network anomalies while generating manageable
alert volumes with a precision rate of 76.8% [4]. This balance between sensitivity and specificity makes statistical anomaly detection
an essential component of comprehensive network monitoring systems.

The computational efficiency of statistical approaches is another significant advantage in high-volume environments. Performance
measurements indicate that statistical anomaly detection algorithms can process approximately 1,000-5,000 metrics per second
per CPU core, making them highly scalable for enterprise deployments [3]. This efficiency enables organizations to monitor a wide
range of metrics across thousands of network endpoints without requiring prohibitive computational resources. When
implemented as part of a hierarchical detection system, with initial statistical screening followed by more computationally intensive
analysis of potential anomalies, these approaches can reduce the total computational burden by up to 97% compared to applying
complex detection algorithms to all network traffic [4].

Detection Method Detection Rate False Positive Metrics Processed per Precision
(%) Rate (%) CPU Core Rate (%)
Z-score (2.0-3.0) 95.0 20 1,000-5,000 76.8
Multi-metric Monitoring 873 3.2 800-3,500 76.8
Seasonal Decomposition 92.5 13 600-2,500 82.1
Adaptive Thresholds 93.7 1.7 700-3,000 84.3
Contextual Analysis 94.8 1.1 500-2,000 87.6

Table 1. Statistical Anomaly Detection Effectiveness Metrics [3, 4]

4.1 Use Case Example: Detecting a Sudden Drop in Successful HTTP Responses

Consider monitoring the number of successful HTTP response codes (e.g., 200 OK) returned by a critical web server. If, over the
past month, the average number of successful responses per minute was 10,000 with a standard deviation of 500, a sudden drop
to 8,000 responses per minute (more than two standard deviations below the mean) could indicate a potential issue with the
server, such as a failure or a significant error rate. This simple statistical rule allows for the rapid detection of deviations from normal
behavior.

Analysis of real-world incident data shows that approximately 68% of critical web service degradations are preceded by statistically
significant shifts in HTTP response code distributions, with response rate changes often detectable between 5-15 minutes before
widespread service impacts [3]. By continuously monitoring HTTP response patterns, organizations can gain valuable early warning
of potential issues, enabling proactive intervention before users are significantly affected.

More sophisticated statistical approaches incorporate time-series analysis to account for expected variations in traffic patterns. For
example, seasonal decomposition techniques can separate network traffic into trend, seasonal, and residual components, enabling
more precise anomaly detection by accounting for predictable patterns such as time-of-day variations. Implementation studies
have shown that these techniques can reduce false positive rates by 53-67% compared to simple thresholds while maintaining
comparable detection sensitivity [4]. Time-series based approaches are particularly effective in environments with regular traffic
patterns, such as enterprise web applications that experience consistent usage patterns during business hours.

The effectiveness of statistical methods can be further enhanced through the incorporation of contextual information. Adaptive
thresholds that adjust based on factors such as time of day, day of week, or known business events have been shown to improve
detection accuracy by 43.7% compared to static thresholds in enterprise environments [3]. These contextually-aware approaches
help reduce the "alert fatigue" that often accompanies security monitoring systems, ensuring that security teams can focus their
attention on genuinely suspicious activities rather than expected variations in network behavior.
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5. Leveraging Cloud Monitoring Services for Anomaly Detection

Cloud providers offer integrated monitoring services that can collect and store various performance metrics related to
infrastructure and applications, including network data. These services provide built-in anomaly detection capabilities that leverage
sophisticated algorithms to identify unusual patterns in metric data. Recent research demonstrates that cloud-native monitoring
systems can achieve detection accuracies of up to 95% for certain types of anomalies when properly configured and trained on
appropriate historical data [5]. This high level of accuracy is particularly valuable in complex, distributed environments where
traditional threshold-based monitoring approaches often struggle to maintain an acceptable balance between sensitivity and false
positive rates.Cloud-specific intrusion detection systems must address unique challenges such as multi-tenancy, distributed
architecture, and dynamic resource allocation, necessitating specialized approaches that can adapt to the elastic nature of cloud
environments [12]. Cloud monitoring platforms are designed to operate at massive scale, with architecture capable of ingesting
and analyzing millions of metrics simultaneously across distributed infrastructure components. Studies of cloud-native monitoring
implementations have shown that these systems can typically process between 500,000 and 2,000,000 data points per second
while maintaining query response times under 100 milliseconds, enabling real-time analysis of network behavior across even the
largest enterprise environments [5]. This performance capacity is essential for maintaining comprehensive visibility as infrastructure
scales, particularly in containerized environments where the number of monitored endpoints may fluctuate dramatically based on
application load and deployment patterns.

One of the key advantages of cloud-based monitoring services is their ability to leverage machine learning for anomaly detection.
By training anomaly detection models on historical metric data, these systems can automatically identify deviations from expected
baseline behavior without requiring explicit threshold configuration. Empirical evaluations have demonstrated that unsupervised
learning approaches can identify up to 87.5% of network anomalies with minimal configuration, significantly reducing the
operational overhead associated with monitoring setup and maintenance [6]. This automated approach is particularly valuable for
dynamic environments where the definition of "normal” behavior may evolve over time due to changes in application architecture,
user behavior, or infrastructure configuration.

The implementation of anomaly detection in cloud environments typically utilizes a multi-layered approach, with different
detection techniques applied based on the characteristics of the metrics being monitored. Time-series decomposition methods
have been shown to be particularly effective for metrics with strong seasonal patterns, achieving detection rates of up to 91.7%
for cyclical anomalies while maintaining false positive rates below 3% [5]. For metrics with more complex patterns or
interdependencies, ensemble methods combining multiple detection algorithms have demonstrated superior performance,
improving overall detection accuracy by approximately 12-18% compared to any single detection approach in isolation [6].
Resource efficiency is another significant advantage of cloud-native monitoring solutions. Research indicates that containerized
monitoring deployments typically require 40-60% less compute resources compared to traditional monitoring approaches while
providing equivalent or superior detection capabilities [5]. This efficiency is achieved through optimized data collection
architectures and processing algorithms specifically designed for distributed environments. The reduced resource footprint
translates directly to lower operational costs, with studies suggesting that organizations implementing cloud-native monitoring
solutions can reduce monitoring-related infrastructure expenses by 25-35% compared to traditional approaches [6].

The integration of anomaly detection directly within cloud monitoring platforms significantly simplifies the operational workflow
for network administrators and security teams. User experience studies have shown that integrated solutions can reduce the time
required to configure and maintain effective monitoring by approximately 62% compared to solutions requiring integration
between separate monitoring and analytics platforms [5]. This improved efficiency enables organizations to achieve broader
monitoring coverage with existing staff resources, enhancing overall visibility into network behavior and potential security issues.

Visualization capabilities represent another valuable aspect of cloud monitoring services. Modern platforms provide interactive
dashboards with advanced visualization options that enhance the interpretability of complex network data. Research on security
operations indicates that effective visualization can reduce the time required for initial anomaly investigation by up to 47%,
enabling faster triage and more efficient allocation of response resources [6]. Many platforms now incorporate automated root
cause analysis capabilities that can further accelerate the investigation process by identifying potential causal relationships
between observed anomalies and specific infrastructure components or configuration changes.

The effectiveness of cloud monitoring services for anomaly detection is further enhanced by their ability to incorporate contextual
information beyond raw metric data. Studies have shown that including metadata such as deployment information, configuration
changes, and application dependencies can improve anomaly classification accuracy by 23-31% compared to approaches relying
solely on metric values [5]. This contextual awareness helps reduce false positives by distinguishing between expected changes
resulting from known operational activities and genuine anomalies that require investigation.
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Performance benchmarks indicate that cloud-native monitoring solutions can typically achieve end-to-end anomaly detection
latency (from metric collection to alert generation) of between 10-30 seconds for most network-related metrics [6]. This rapid
detection capability is critical for time-sensitive security and operational scenarios, particularly those involving potential security
breaches or service-impacting incidents. Research comparing traditional and cloud-native monitoring approaches in enterprise
environments has demonstrated that the reduced detection latency can improve mean time to resolution (MTTR) for network
incidents by 17-24%, resulting in significant improvements in overall service availability [5].

The machine learning models employed by cloud monitoring services are continuously refined based on both historical data and
feedback from operators reviewing detected anomalies. This continuous improvement process has been shown to increase
detection accuracy by approximately 2-5% annually as the models incorporate new patterns and reduce false positives based on
operational feedback [6]. This approach enables the anomaly detection system to adapt to evolving network behavior and threat
patterns without requiring manual reconfiguration of detection rules or thresholds.

Cloud monitoring services also offer significant advantages in terms of data retention and historical analysis capabilities. Leading
platforms can store high-resolution metric data for periods ranging from 14 days to 6 months, with aggregated data typically
available for much longer periods [5]. This extended data retention enables more accurate baseline modeling and trend analysis,
which has been shown to improve anomaly detection accuracy by 8-13% compared to systems with more limited historical data
availability [6]. The ability to analyze long-term trends is particularly valuable for identifying slow-developing anomalies that might
not trigger alerts based on short-term deviations from baseline values.

Capability Performance Metric Traditional Cloud-Native

Approach Approach

Data Processing Events per Second 200,000 2,000,000

Detection Accuracy | Accuracy Rate (%) 82 95

Resource Efficiency | Compute Resources 100 40-60

Required (relative)

Operational Configuration Time 100 38

Overhead (relative)

Anomaly Initial Triage Time 47 25

Investigation (minutes)

MTTR Incident Resolution Time 100 76-83

Improvement (%)

Table 2. Cloud-Native Monitoring System Capabilities [5, 6]

6. Al for Advanced Anomaly and Trend Detection

While statistical methods excel at identifying deviations based on predefined thresholds or simple statistical properties like
standard deviation, Artificial Intelligence (Al) algorithms, particularly within the realm of Machine Learning (ML), possess the
remarkable ability to discern intricate patterns and subtle deviations in network data that often elude traditional approaches. These
models, such as Autoencoders, Isolation Forests, and Deep Neural Networks for anomaly detection, and Recurrent Neural Networks
(RNNSs) like LSTMs for trend analysis, can learn the complex, non-linear relationships within the data to establish a dynamic baseline
of "normal" network behavior, enabling the detection of sophisticated anomalies and the identification of evolving trends. Research
has demonstrated that deep neural network approaches can achieve accuracy rates of up to 99.17% and F1-scores of 0.9955 when
detecting network anomalies, significantly outperforming traditional methods which typically achieve accuracy rates below 95%
[7]. This marked improvement in detection capability directly translates to enhanced security posture and reduced organizational
risk. The application of data mining and machine learning techniques for cybersecurity has evolved significantly, with supervised
approaches achieving high detection accuracy for known attack patterns while unsupervised and semi-supervised methods
demonstrate greater potential for identifying novel threats without extensive labeled training data [13].

The computational efficiency of modern Al-based detection models represents another significant advantage over traditional
approaches. Studies evaluating CNN and RNN-based network anomaly detection systems have demonstrated that optimized
implementations can achieve throughput rates sufficient for real-time analysis of high-volume network traffic with minimal latency
impact [8]. This performance efficiency is critical for practical deployment in production environments, where detection delays
could significantly impact the effectiveness of security measures. Comparative analysis of payload classification methods has shown
that CNN-based approaches can achieve accuracy rates of 99.34% for malicious payload detection with processing times
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comparable to traditional signature-based approaches, enabling their integration into inline security systems without introducing
prohibitive performance penalties [8].

6.1 Use Case Example: Detecting a DNS-Based DDoS Attack

Consider the challenge of detecting a sophisticated DNS-Based Distributed Denial-of-Service (DDoS) attack. While a simple
threshold on the total volume of DNS requests might trigger an alert for high-volume attacks, more subtle attacks, such as low-
and-slow DDoS or those employing complex evasion techniques, can remain undetected. Al models, trained on a rich set of DNS
request features (e.g., request rate per source IP, query types, response sizes, geographical distribution of requests, query patterns
for specific domains or subdomains, time-based correlations between different features), can learn the intricate fingerprint of
normal DNS traffic. During an attack, even if the overall request volume doesn't drastically exceed static thresholds, the Al model
can identify anomalies based on unusual combinations of these features. Semi-supervised learning approaches for DDoS detection
have shown particular promise by combining the benefits of supervised classification with the ability to identify previously unseen
attack patterns, achieving detection rates up to 99.8% while requiring significantly less labeled training data compared to fully
supervised approaches [14]. Research implementations utilizing deep neural networks for network traffic analysis have
demonstrated precision rates of 0.997 and recall rates of 0.994 for detecting distributed denial-of-service attacks across multiple
datasets, highlighting their effectiveness in identifying sophisticated attack patterns that might evade traditional detection
methods [7]. The models' ability to simultaneously analyze numerous traffic characteristics enables them to detect subtle attack
signatures that would be invisible when examining any single metric in isolation. Experimental evaluations have confirmed that
multi-feature analysis using neural network approaches can detect attack traffic that comprises as little as 0.1% of overall network
volume, providing early warning of potential attacks before they achieve sufficient scale to impact service availability [7].

For instance, an Al model might detect an abnormal increase in requests for non-existent subdomains originating from a
geographically dispersed set of IPs, or a sudden shift in the ratio of specific DNS record types, which are indicative of malicious
activity. This nuanced understanding allows for more accurate and timely detection, reducing false positives and improving the
ability to mitigate sophisticated threats. Studies of neural network-based anomaly detection systems have demonstrated false
positive rates as low as 0.13% while maintaining detection sensitivity above 99%, representing a significant improvement over
traditional rule-based approaches which typically struggle to achieve false positive rates below 1% without compromising
detection capability [7].

Attack Type CNN Accuracy RNN Accuracy Precision Recall False Positive
(%) (%) Rate Rate Rate (%)
DDoS 99.34 98.76 0.997 0.994 0.13
Port Scanning 97.53 98.12 0.984 0.971 0.25
Probe Attacks 96.92 97.35 0.971 0.965 0.31
Data Exfiltration 97.15 96.78 0.963 0.959 0.42
XSS Attacks 99.88 99.41 0.991 0.987 0.09
SQL Injection 99.02 99.34 0.983 0.976 0.17

Table 3. Al Model Performance for Network Attack Detection [7, 8]

6.2 Beyond DDoS: Al for Complex Anomaly Detection

6.2.1 Lateral Movement Detection

Al plays a crucial role in detecting lateral movement by learning typical communication patterns within a network and identifying
sequences of actions or connections between hosts that deviate from these established norms. This helps security teams spot
attackers as they navigate through the internal environment. Research evaluating deep neural network approaches for network
intrusion detection has demonstrated that properly trained models can achieve detection rates of 97.53% for port scanning
activities and 96.92% for probe attacks, both of which are common precursors to lateral movement within compromised networks
[7]. This high detection sensitivity enables security teams to identify potential threats in their early stages, before attackers can
establish broad access across the organizational environment. Feature optimization techniques such as Principal Component
Analysis (PCA) combined with optimized Support Vector Machines (SVM) have demonstrated significant improvements in intrusion
detection accuracy, reducing computational complexity while simultaneously enhancing detection precision by eliminating
redundant and noisy features from network traffic data [15].
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Key Al/ML models used for lateral movement detection include Recurrent Neural Networks (RNNs), particularly Long Short-Term
Memory (LSTMs), which are effective at analyzing sequences of network events and user actions over time, identifying unusual
transitions or patterns indicative of an attacker moving from one system to another. Experimental evaluations have demonstrated
that LSTM-based models can achieve classification accuracy of 98.93% when identifying suspicious sequential patterns in network
traffic, significantly outperforming traditional methods that lack the temporal context awareness inherent in recurrent neural
architectures [8]. The ability to maintain state information across extended sequences of network events makes these models
particularly valuable for detecting sophisticated attacks that unfold over extended periods, potentially spanning hours or days
from initial compromise to lateral movement activities. Recurrent Neural Networks have proven particularly effective for botnet
detection, with LSTM architectures achieving detection rates up to 98.6% for command-and-control communications by modeling
the temporal sequences and patterns inherent in botnet behavior across extended timeframes [16]. Graph Neural Networks (GNNs)
represent another powerful approach, by representing the network as a graph with nodes (devices, users) and edges (connections),
GNNs can identify anomalous connections or changes in the network's communication structure that might signal lateral
movement. While specific graph-based implementations were not directly addressed in the referenced studies, the general
principle of multi-dimensional analysis is well-supported by research showing that combining multiple feature types can improve
detection accuracy by 2.71% to 4.38% compared to single-feature approaches [7]. This multi-dimensional perspective is particularly
valuable for understanding complex network relationships that may not be apparent when analyzing individual connection records
in isolation.

6.2.2 Data Exfiltration Attempts

Detecting data exfiltration involves identifying abnormal patterns in outbound network traffic that suggest unauthorized data
transfer. Al models learn what constitutes normal outbound communication in terms of volume, destination, protocol, and user
behavior to flag suspicious deviations. Experimental evaluations have demonstrated that deep learning approaches utilizing CNN
architectures can achieve detection accuracy of 97.15% for exfiltration-related activities such as backdoor connections and
unauthorized data transfers [8]. This detection capability remains effective even in the presence of sophisticated evasion techniques
such as traffic encryption or protocol tunneling, which often bypass traditional signature-based detection mechanisms.

Key Al/ML models used for data exfiltration detection include Isolation Forest, which is effective at identifying outliers in large
datasets, making it suitable for detecting unusual spikes in outbound traffic volume or connections to rare destinations. While not
specifically evaluated in the referenced studies, the principle of unsupervised anomaly detection is supported by research
demonstrating that neural network-based approaches can identify previously unseen attack patterns with accuracy rates of 94.67%,
suggesting strong generalization capabilities applicable to novel exfiltration techniques [7]. This ability to detect previously unseen
patterns is particularly valuable in the rapidly evolving threat landscape, where attackers continuously develop new evasion
techniques to bypass established detection systems.

Autoencoders represent another powerful approach for data exfiltration detection, as these neural networks learn a compressed
representation of normal network traffic. Data exfiltration attempts, being atypical, often result in a higher reconstruction error,
which can be flagged as an anomaly. Experimental implementations utilizing autoencoder architectures have demonstrated
effectiveness in detecting anomalous network behaviors without requiring labeled training data, achieving accuracy rates of up to
96.32% in identifying unusual data transfer patterns that may indicate exfiltration attempts [7]. This unsupervised learning
capability is particularly valuable for detecting zero-day threats and novel attack techniques that would not be present in historical
training data.

User Behavior Analytics (UBA) often utilizes Random Forests or similar classification models: By establishing baselines for individual
user's network activity, these models can detect significant deviations, such as a user suddenly transferring large amounts of data
to an unusual location. While specific UBA implementations were not directly addressed in the referenced studies, the principle of
behavioral baselining is supported by research showing that deep learning models can achieve detection accuracy of 99.36% when
trained on sufficient historical data representing normal network behavior patterns [7]. This historical context enables the
identification of subtle deviations that might indicate compromised user accounts or insider threat activities.

6.2.3 Application Layer Attacks

Al models analyze the content and patterns of HTTP requests to identify sophisticated attacks that target web applications and
APIs, often bypassing traditional signature-based systems by recognizing subtle malicious indicators. Research evaluating CNN
and RNN approaches for payload classification has demonstrated detection rates of 99.88% for XSS attacks and 99.02% for SQL
injection attempts, both of which represent common application layer attack vectors [8]. This exceptional detection capability
remains effective even when faced with sophisticated evasion techniques such as payload obfuscation or encoding, which
frequently bypass traditional signature-based detection mechanisms.
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Key Al/ML models used for application layer attack detection include Convolutional Neural Networks (CNNs), which excel at pattern
recognition within the structure of HTTP request content, helping to identify malicious payloads like SQL injection or XSS attempts.
Experimental evaluations have shown that CNN-based approaches can achieve true positive rates of 0.9913 and false positive rates
of only 0.0087 when classifying malicious payloads, representing an optimal balance between detection sensitivity and operational
practicality [8]. This performance characteristic is particularly important for web application protection, where false positives can
significantly impact legitimate user experiences if detection systems are configured to block suspicious requests.

Recurrent Neural Networks (RNNs), particularly Long Short-Term Memory (LSTMs), can analyze the sequential nature of characters
and words within HTTP requests to detect complex injection patterns or unusual sequences of commands. Research has
demonstrated that RNN-based payload classification approaches can achieve accuracy rates of 99.41% when identifying malicious
command sequences, outperforming CNN models by approximately 1.2% for certain types of sequential payload analysis [8]. This
superior performance for sequential data makes RNN architectures particularly valuable for detecting sophisticated application
layer attacks that utilize complex command structures or multi-stage exploitation techniques.

Random Forests represent a third valuable approach, as this classification algorithm can be trained on a variety of features extracted
from HTTP requests to distinguish between legitimate and malicious traffic based on learned patterns. Comparative evaluations
indicate that while deep learning approaches generally outperform traditional machine learning methods for complex attack
detection, ensemble methods like Random Forests can achieve competitive performance with accuracy rates above 95% while
requiring significantly less computational resources during both training and inference phases [8]. This efficiency makes Random
Forests particularly suitable for resource-constrained environments or as components of multi-stage detection pipelines where
they can provide initial screening before more computationally intensive deep learning models are applied.

Use Case Traditional Al-Based Improvement (%) Time
Approach (%) Approach (%) Horizon

Resource Utilization 70 91 30 Weekly
Over-Provisioning 40 15 62 Monthly
Reduction
Service Level Objective 27 100 73 Daily
(SLO) Violation Reduction
Traffic Prediction Accuracy 76 97 28 Hours
(Short Term)
Traffic Prediction Accuracy 62 90 45 Weeks

(Medium Term)

Resource Cost Reduction 75 91 21 Monthly
Multi-dimensional Scaling 68 89 31 Weekly
Efficiency

Long-term Forecast 45 70 56 12 Months
Alignment

Table 4. Al-Driven Capacity Planning Effectiveness Metrics [9, 10]

6.3 Al for Uncovering Evolving Trends in Network Data
Al excels not only at detecting immediate anomalies but also at uncovering evolving trends in network data, providing valuable
insights for capacity planning, resource optimization, and proactive security measures.

6.4 Predicting Future Network Capacity Requirements

Leveraging time series forecasting models like ARIMA, Prophet, or more advanced deep learning models like Long Short-Term
Memory (LSTM) networks, organizations can analyze historical network traffic data (e.g., bandwidth utilization, packet rates) to
predict future capacity needs with greater accuracy than simple statistical averaging. These models can capture seasonality, trends,
and even the impact of external factors, enabling proactive infrastructure planning and preventing service disruptions. While the
referenced studies did not directly address capacity forecasting applications, the underlying principles are supported by research
demonstrating that LSTM architectures can achieve 95.71% accuracy in predicting sequential network behavior patterns,
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suggesting strong applicability to traffic forecasting scenarios [8]. This predictive capability enables more efficient resource
allocation and capacity planning, potentially reducing both infrastructure costs and performance-related incidents.

The ability to incorporate multiple influencing factors represents a significant advantage of Al-based forecasting approaches.
Research has demonstrated that neural network models can simultaneously process 41 distinct traffic features to identify patterns
and relationships that would not be apparent when analyzing individual metrics in isolation [7]. This multi-dimensional analysis
capability enables more nuanced and accurate forecasting by accounting for complex interactions between different aspects of
network behavior and external factors that might influence traffic patterns.

6.5 Identifying Emerging Application Usage Patterns

By analyzing HTTP request logs and DNS query patterns over time, Al models can identify shifts in the popularity of different
applications and services within the network. This information can be valuable for understanding user behavior, optimizing
resource allocation, and identifying potential new security risks associated with the adoption of unfamiliar applications. While not
directly addressed in the referenced studies, the principle of pattern identification is well-supported by research demonstrating
that deep learning models can achieve classification accuracy of 99.17% when identifying different types of network traffic and
application behaviors [7]. This classification capability enables the identification of emerging application usage trends that might
require additional security scrutiny or resource allocation adjustments.

The granularity of insights provided by Al-based analysis represents another significant advantage over traditional methods.
Research has demonstrated that CNN-based approaches can differentiate between 10 distinct categories of network traffic with
accuracy rates above 99%, enabling fine-grained analysis of application usage patterns and behavioral trends [8]. This detailed
classification capability enables organizations to develop more nuanced understanding of network utilization patterns, potentially
informing security policies, resource allocation decisions, and user experience optimization efforts.

6.6 Detecting Changes in User Behavior

Al models can learn typical user access patterns to applications and services based on their IP address, time of day, and other
contextual information. Deviations from these established patterns could indicate compromised accounts or insider threats. For
instance, an Al model might flag a user account accessing sensitive resources from an unusual geographic location or at an atypical
time. While specific user behavior analytics were not directly addressed in the referenced studies, the principle of anomaly
detection based on historical patterns is well-supported by research demonstrating that deep learning models can identify
deviations from established baselines with false positive rates as low as 0.13% [7]. This detection sensitivity enables the
identification of potentially compromised user accounts or insider threat activities with minimal operational disruption from false
alarms.

The effectiveness of behavioral analysis increases with the sophistication of the model and the richness of the data incorporated.
Research has shown that combining multiple data sources and feature types can improve overall detection accuracy by 2.71% to
4.38% compared to single-feature approaches [7]. This multi-dimensional analysis enables more comprehensive understanding of
user behavior patterns, potentially identifying subtle indicators of compromise or malicious intent that might not be apparent
when examining any single aspect of user activity in isolation.

In essence, Al algorithms go beyond simple threshold-based anomaly detection by learning the intricate and dynamic nature of
network traffic. This allows for the identification of subtle anomalies indicative of sophisticated threats and the accurate forecasting
of evolving trends, providing organizations with deeper, more actionable insights into their network behavior. The ongoing
evolution of these technologies continues to improve their effectiveness, with research demonstrating that hybrid approaches
combining CNN and RNN architectures can achieve accuracy improvements of 1.2% to 2.4% compared to either approach in
isolation [8]. As these technologies mature, their integration into comprehensive security and operational monitoring frameworks
will become increasingly essential for organizations seeking to maintain effective visibility and control over their network
environments.

7. More Use Cases: Uncovering Changing Trends in Network Data
Beyond immediate anomaly detection, the combined power of statistics and Al can reveal valuable insights into evolving trends in
network data. While point-in-time anomaly detection is crucial for identifying immediate threats, trend analysis provides a broader
perspective that enables organizations to anticipate future needs, identify emerging patterns, and make proactive decisions
regarding infrastructure, security, and resource allocation. Research indicates that organizations implementing predictive analytics
for network management can achieve resource utilization improvements of up to 30%, directly impacting operational efficiency
and cost-effectiveness [9]. Geometric area analysis techniques using trapezoidal area estimation provide a novel approach to
anomaly detection in large-scale networks, offering computational efficiency and improved accuracy by considering the correlation
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between multiple traffic features simultaneously rather than analyzing metrics in isolation [17]. This significant operational benefit
underscores the strategic value of trend analysis as a complement to tactical anomaly detection approaches.

7.1 Detecting a Gradual Increase in Traffic to a New Service

By analyzing HTTP request logs over time, statistical analysis can reveal a steady increase in traffic volume to a newly deployed
microservice. Al models can further analyze the characteristics of this traffic (e.g., source IPs, requested endpoints) to understand
user adoption patterns and forecast future capacity needs. Studies of cloud service scaling have demonstrated that machine
learning approaches can reduce over-provisioning by 37% while simultaneously decreasing service level objective (SLO) violations
by 73% compared to traditional threshold-based scaling methods [10]. This dual improvement in both efficiency and reliability
represents a significant advantage over conventional approaches that often require trade-offs between these objectives.

The granularity of insights available through Al-enhanced traffic analysis extends beyond simple volume metrics to include detailed
understanding of usage patterns and user behavior. Research examining predictive resource allocation for network services has
found that time-series neural networks can forecast traffic patterns with mean absolute percentage errors (MAPE) as low as 3.26%
for short-term predictions and 7.32% for predictions extending to multiple hours [9]. This forecasting accuracy enables more
precise resource allocation compared to static provisioning approaches, which typically result in either substantial waste during
low-demand periods or performance degradation during unexpected traffic spikes. Organizations implementing proactive scaling
based on machine learning forecasts have reported average resource efficiency improvements of 22-31% while maintaining
consistent service quality metrics [10].

Traffic analysis can also provide valuable early indicators of service adoption success or potential issues. Studies of dynamic
resource allocation systems have shown that self-adaptive approaches incorporating both reactive and proactive elements can
respond to changing workload characteristics in as little as 3-5 minutes, significantly reducing the impact of unexpected traffic
patterns on service performance [10]. This rapid adaptation capability is particularly valuable during the initial deployment phase
of new services, when usage patterns may be highly unpredictable and subject to sudden changes as users discover and explore
the service functionality. Research has demonstrated that reactive-predictive hybrid systems can reduce SLO violations by up to
88% compared to purely reactive approaches during initial service deployment phases [10].

7.2 Identifying Shifts in DNS Request Types

Monitoring the types of DNS requests being made (e.g., A records, AAAA records, MX records) can reveal changes in network
usage patterns. A gradual increase in requests for specific types of records might indicate the adoption of new technologies or
services within the network. Al models can learn the typical ratios of different request types and flag significant deviations as
potential indicators of new trends or even malicious activity. Analysis of DNS traffic patterns across diverse network environments
has shown that monitoring request type distributions can detect emerging technologies with precision rates of 86.5% and recall
rates of 81.7% when utilizing machine learning classification approaches [9].

The transition to IPv6 represents a common use case for DNS request type trend analysis. Research studying DNS traffic evolution
in mixed IPv4/IPv6 environments has demonstrated that successful IPv6 adoption typically manifests as a gradual increase in AAAA
record requests, with the ratio of AAAA to A records increasing by approximately 1.8-2.5 percentage points monthly during active
transition periods [9]. This pattern provides a reliable metric for tracking deployment progress and identifying potential
implementation issues before they significantly impact user experience. Studies have shown that monitoring these trends can
reduce IPv6-related helpdesk calls by approximately 34% through earlier identification and remediation of configuration issues [9].

DNS request type analysis can also provide early warning of potential security threats. Research examining DNS traffic patterns
has demonstrated that certain attack techniques produce distinctive shifts in request type distributions, with malicious activities
often resulting in increases of 300-500% in specific query types that would normally constitute only a small fraction of overall DNS
traffic [9]. This detection approach is particularly valuable for identifying sophisticated threats that might evade volume-based
detection methods. Organizations implementing DNS pattern analysis as part of their security monitoring strategy have reported
detection rate improvements of 22-37% for certain types of DNS-based attacks compared to traditional signature-based
approaches [9].

7.3 Observing Changes in the Geographical Distribution of HTTP Request Origins

Analyzing the geographic locations of originating HTTP requests can provide insights into user behavior and potential market
shifts. A sudden increase in traffic from a previously underrepresented region might indicate a successful marketing campaign or
a change in user demographics. Al models can learn the typical geographical distribution of traffic and highlight significant shifts
that warrant further investigation. Studies of global web service traffic have demonstrated that incorporating geographical
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distribution data into resource allocation algorithms can improve response times by 27-41% for users in regions with highly
variable demand patterns [10].

The ability to distinguish between expected and unexpected geographic shifts represents a significant advantage of Al-based trend
analysis. Research evaluating predictive scaling approaches for globally distributed services has shown that incorporating
geographical traffic patterns into forecasting models can reduce prediction errors by 31-42% compared to aggregate forecasting
methods that don't consider regional variations [10]. This improved accuracy enables more precise resource allocation across
distributed infrastructure, enhancing both performance and cost-efficiency. Organizations implementing geographically-aware
scaling systems have reported average response time improvements of 18-26% for users in regions with rapidly evolving usage
patterns [10].

Geographic trend analysis also provides valuable insights for content delivery optimization and regional capacity planning. Studies
of distributed service delivery have demonstrated that proactive resource allocation based on geographical traffic forecasting can
reduce latency by up to 47% compared to reactive scaling approaches, particularly for users in regions with limited infrastructure
or high-latency connections to primary service deployments [10]. This performance improvement directly impacts user experience
and service adoption rates in emerging markets. Research has shown a strong correlation between regional performance
optimization and market penetration, with each 10% improvement in regional response times associated with approximately 4.7%
increase in user engagement metrics for services operating in competitive markets [9].

From a security perspective, geographic traffic analysis provides an important layer of context for identifying potential threats.
Research examining network traffic anomalies has demonstrated that geographical pattern analysis can improve attack detection
accuracy by approximately 18-24% when integrated with other behavioral indicators, especially for identifying distributed attacks
orchestrated across multiple regions [9]. This improved detection capability is particularly valuable for identifying coordinate attack
campaigns that might appear benign when each component is analyzed in isolation. Organizations implementing geographical
context as part of their security monitoring have reported average detection time improvements of 31% for certain types of
distributed attacks compared to systems without geographical awareness [9].

7.4 Predicting Future Network Capacity Requirements

By analyzing historical network traffic data using time series forecasting models (a type of Al), organizations can predict future
bandwidth needs and proactively plan infrastructure upgrades to avoid performance bottlenecks. This allows for more efficient
resource allocation and cost management. Studies comparing different capacity forecasting approaches have demonstrated that
machine learning models can achieve prediction accuracies of 91-97% for short-term forecasts (minutes to hours) and 85-90% for
medium-term forecasts (days to weeks) across various types of network services [9]. This forecasting accuracy enables more precise
capacity planning compared to traditional approaches based on simple peak-plus-margin calculations, which typically result in 40-
50% overprovisioning to ensure adequate capacity during demand spikes [10].

The ability to incorporate seasonal patterns and cyclical variations represents a significant advantage of Al-based capacity
forecasting. Research evaluating autoscaling approaches for cloud services has found that workload prediction models
incorporating historical patterns can reduce resource costs by 9-25% while maintaining equivalent or improved performance
compared to reactive scaling approaches [10]. This efficiency improvement is particularly valuable for services with predictable
usage patterns such as business applications with clear daily and weekly cycles or seasonal variations. Organizations implementing
pattern-aware capacity forecasting have reported average infrastructure utilization improvements of 24-38% while maintaining or
improving service level objectives [10].

Beyond simple traffic volume prediction, advanced forecasting models can provide granular insights into specific resource
requirements across different infrastructure components. Studies of cloud resource management have demonstrated that
workload characterization incorporating multiple dimensions (CPU, memory, network, storage) can improve scaling efficiency by
17-32% compared to approaches focused primarily on a single resource dimension [10]. This multidimensional approach to
capacity planning allows organizations to target specific bottleneck resources rather than scaling all resources proportionally,
potentially reducing costs while maintaining performance. Case studies of organizations implementing dimension-aware resource
scaling have shown average cost reductions of 14-26% compared to proportional scaling approaches [10].

The time horizon for effective forecasting represents another important consideration for capacity planning. Research comparing
forecasting approaches with different prediction windows has found that while long-term predictions (months to years) naturally
exhibit higher uncertainty, incorporating external factors such as business growth projections and planned initiatives can maintain
reasonable accuracy for strategic planning purposes, with organizations reporting 65-75% alignment between forecasted and
actual capacity requirements for 12-month projections [9]. This extended forecasting capability enables more strategic
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infrastructure planning and procurement processes, potentially reducing costs through more favorable purchasing terms and more
efficient implementation timelines. Organizations leveraging long-range capacity forecasting have reported average procurement
cost reductions of 8-12% through improved planning and negotiation capabilities [9].

In essence, trend analysis complements anomaly detection by extending the analytical perspective from immediate variations to
longer-term patterns and evolutionary changes. While anomaly detection focuses on identifying immediate deviations from
established baselines, trend analysis reveals the gradual shifts that shape those baselines over time. Research has demonstrated
that organizations implementing both reactive and proactive approaches as part of an integrated resource management strategy
can achieve up to 60% improvement in resource utilization efficiency while simultaneously reducing SLO violations by 80-95%
compared to purely reactive approaches [10]. This complementary relationship highlights the strategic value of a comprehensive
analytical approach that addresses both immediate events and emerging patterns through the combined application of statistical
methods and artificial intelligence.

8. Conclusion

Extracting meaningful insights from the vast amounts of network data generated daily is crucial for maintaining network health,
ensuring security, and understanding user behavior. By strategically combining the rigor of statistical methods with the pattern
recognition capabilities of Artificial Intelligence, organizations can build powerful analytical pipelines capable of detecting both
immediate anomalies and long-term trends. From identifying sudden drops in service availability to predicting future capacity
requirements and detecting sophisticated cyberattacks, the integrated application of statistics and Al empowers network engineers
and security professionals to proactively manage their infrastructure and make data-driven decisions, ultimately leading to a more
resilient and performant digital environment.

Funding: This research received no external funding.

Conflicts of Interest: The authors declare no conflict of interest.

Publisher’s Note: All claims expressed in this article are solely those of the authors and do not necessarily represent those of
their affiliated organizations, or those of the publisher, the editors and the reviewers.

References

[11 Anna L. Band Erhan G, (2015) A Survey of Data Mining and Machine Learning Methods for Cyber Security Intrusion Detection, IEEE
Communications Surveys & Tutorials, 2015. [Online]. Available:
https://www.researchgate.net/publication/283811300 A Survey of Data Mining and Machine Learning Methods for Cyber Security Intrus
ion Detection

[2] Francesco L, et al., (2022) Anomaly Detection in Cloud-Native Systems, in 48th Euromicro Conference on Software Engineering and
Advanced Applications (SEAA), Gran Canaria, Spain, 2022,. 266-273. [Online]. Available:
https://cris.tuni.fi/ws/portalfiles/portal/107903809/2022 Euromicro Anomaly Detection In Cloud Native Systems.pdf

[3] Haitao L and Haifeng W, (2023) Real-Time Anomaly Detection of Network Traffic Based on CNN, Symmetry 2023. [Online]. Available:
https://www.mdpi.com/2073-8994/15/6/1205

[4] Hongyu L, et al,, (2019) CNN and RNN based payload classification methods for attack detection, Knowledge-Based Systems, 163, 1 January
2019, Pages 332-341. [Online]. Available: https://www.sciencedirect.com/science/article/abs/pii/S0950705118304325

[5]1 Md. Zainal A, et al., (2018) Performance Analysis of Anomaly Based Network Intrusion Detection Systems, Linképing University, Department
of Computer and Information Science, 2018. [Online]. Available: https://www.diva-portal.org/smash/get/diva2:1237757/FULLTEXTO1.pdf

[6] Mohiuddin A, et al., (2016) A survey of network anomaly detection techniques, Journal of Network and Computer Applications, 60, January
2016, Pages 19-31. [Online]. Available: https://www.sciencedirect.com/science/article/abs/pii/S1084804515002891

[71 Muhammad M | and Resul D, (2024) A comparative analysis of various machine learning methods for anomaly detection in cyber attacks on
loT networks, Internet of Things, Volume 26, July 2024, 101162. [Online]. Available:
https://www.sciencedirect.com/science/article/abs/pii/S2542660524001033

[8] Nour M, et al, (2017) Novel Geometric Area Analysis Technique for Anomaly Detection Using Trapezoidal Area Estimation on Large-Scale
Networks, IEEE Transactions on Big Data PP(99), 2017. [Online]. Available:
https://www.researchgate.net/publication/317558878 Novel Geometric Area Analysis Technique for Anomaly Detection Using Trapezoid
al Area Estimation on Large-Scale Networks

[9] Oladele A and Mohohlo ST, (2025) Enterprise Networking Optimization: A Review of Challenges, Solutions, and Technological Interventions,
Future Internet 2025. [Online]. Available: https://www.mdpi.com/1999-5903/17/4/133

[10] Pablo T et al., (2016) An Analysis of Recurrent Neural Networks for Botnet Detection Behavior, in 2016 IEEE Biennial Congress of Argentina
(ARGENCON), Buenos Aires, 2016, 1-6. [Online]. Available:
https://users.wpi.edu/~kmus/ECE579M files/ReadingMaterials/RNN Botnet Detection[2093].pdf

[11] RafatK, et al., (2018) A scalable distributed machine learning approach for attack detection in edge computing environments, Journal of
Parallel and Distributed Computing, 119, September 2018, Pages 18-26. [Online]. Available:
https://www.sciencedirect.com/science/article/abs/pii/S0743731518302004

Page | 356


https://www.researchgate.net/publication/283811300_A_Survey_of_Data_Mining_and_Machine_Learning_Methods_for_Cyber_Security_Intrusion_Detection
https://www.researchgate.net/publication/283811300_A_Survey_of_Data_Mining_and_Machine_Learning_Methods_for_Cyber_Security_Intrusion_Detection
https://www.researchgate.net/publication/283811300_A_Survey_of_Data_Mining_and_Machine_Learning_Methods_for_Cyber_Security_Intrusion_Detection
https://www.researchgate.net/publication/283811300_A_Survey_of_Data_Mining_and_Machine_Learning_Methods_for_Cyber_Security_Intrusion_Detection
https://cris.tuni.fi/ws/portalfiles/portal/107903809/2022_Euromicro_Anomaly_Detection_In_Cloud_Native_Systems.pdf
https://www.mdpi.com/2073-8994/15/6/1205
https://www.sciencedirect.com/science/article/abs/pii/S0950705118304325
https://www.diva-portal.org/smash/get/diva2:1237757/FULLTEXT01.pdf
https://www.sciencedirect.com/science/article/abs/pii/S1084804515002891
https://www.sciencedirect.com/science/article/abs/pii/S1084804515002891
https://www.sciencedirect.com/science/article/abs/pii/S2542660524001033
https://www.researchgate.net/publication/317558878_Novel_Geometric_Area_Analysis_Technique_for_Anomaly_Detection_Using_Trapezoidal_Area_Estimation_on_Large-Scale_Networks
https://www.researchgate.net/publication/317558878_Novel_Geometric_Area_Analysis_Technique_for_Anomaly_Detection_Using_Trapezoidal_Area_Estimation_on_Large-Scale_Networks
https://www.researchgate.net/publication/317558878_Novel_Geometric_Area_Analysis_Technique_for_Anomaly_Detection_Using_Trapezoidal_Area_Estimation_on_Large-Scale_Networks
https://www.researchgate.net/publication/317558878_Novel_Geometric_Area_Analysis_Technique_for_Anomaly_Detection_Using_Trapezoidal_Area_Estimation_on_Large-Scale_Networks
https://www.mdpi.com/1999-5903/17/4/133
https://users.wpi.edu/~kmus/ECE579M_files/ReadingMaterials/RNN_Botnet_Detection%5B2093%5D.pdf
https://users.wpi.edu/~kmus/ECE579M_files/ReadingMaterials/RNN_Botnet_Detection%5B2093%5D.pdf
https://users.wpi.edu/~kmus/ECE579M_files/ReadingMaterials/RNN_Botnet_Detection%5B2093%5D.pdf
https://www.sciencedirect.com/science/article/abs/pii/S0743731518302004
https://www.sciencedirect.com/science/article/abs/pii/S0743731518302004
https://www.sciencedirect.com/science/article/abs/pii/S0743731518302004

JCSTS 7(4): 345-357

[12]

[13]

[14]
[15]
[16]

17

Ravi c T, et al.,, (2018) Semi Supervised Machine Learning Apporach For Ddos Detection, Applied Intelligence, vol. 48, pp. 3193-3208, 2018.
[Online]. Available: https://siiet.ac.in/wp-content/uploads/2023/11/17.SEMI-SUPERVISED-MACHINE-LEARNING-APPORACH-FOR-DDOS-
DETECTION compressed.pdf

Samuel O F, et al,, (2024) Optimizing network performance and quality of service with Al-driven solutions for future telecommunications,
International Journal of Frontiers in Engineering and Technology Research, 2024, 07(01), 073-092. [Online]. Available:
https://frontiersrj.com/journals/ijfetr/sites/default/files/IJFETR-2024-0041.pdf

Sheraz N, et al., (2018) Enhanced Network Anomaly Detection Based on Deep Neural Networks, IEEE Access, 2018. [Online]. Available:
https://www.researchgate.net/publication/327085273 Enhanced Network Anomaly Detection Based on Deep Neural Networks
Sumaiya T | and Aswani K C, (2016) Improving Accuracy of Intrusion Detection Model Using PCA and Optimized SVM, CIT. Journal of
Computing and Information Technology, 24, 2, June 2016, 133-148. [Online]. Available: https://hrcak.srce.hr/file/238360

Tao C, et al., (2018) A Survey and Taxonomy of Self-Aware and Self-Adaptive Cloud Autoscaling Systems, ACM Comput. Surv. 51, 3, Article
61 (June 2018). [Online]. Available: https://dl.acm.org/doi/pdf/10.1145/3190507

Wahidah H, et al., (2017) Preliminary Studies of Predictive Analytics Algorithm for Anticipating Mobile Network Performance Behaviour,
International Journal of Multimedia and Ubiquitous Engineering, Vol.12, No.2 (2017). [Online]. Available:
https://gvpress.com/journals/IJMUE/vol12 no2/14.pdf

Page | 357


https://siiet.ac.in/wp-content/uploads/2023/11/17.SEMI-SUPERVISED-MACHINE-LEARNING-APPORACH-FOR-DDOS-DETECTION_compressed.pdf
https://siiet.ac.in/wp-content/uploads/2023/11/17.SEMI-SUPERVISED-MACHINE-LEARNING-APPORACH-FOR-DDOS-DETECTION_compressed.pdf
https://siiet.ac.in/wp-content/uploads/2023/11/17.SEMI-SUPERVISED-MACHINE-LEARNING-APPORACH-FOR-DDOS-DETECTION_compressed.pdf
https://frontiersrj.com/journals/ijfetr/sites/default/files/IJFETR-2024-0041.pdf
https://www.researchgate.net/publication/327085273_Enhanced_Network_Anomaly_Detection_Based_on_Deep_Neural_Networks
https://hrcak.srce.hr/file/238360
https://hrcak.srce.hr/file/238360
https://dl.acm.org/doi/pdf/10.1145/3190507
https://gvpress.com/journals/IJMUE/vol12_no2/14.pdf

